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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH PONG NAI Dgc 1ap - Tu do - Hanh phice
S6: ) /UBND-KGVX Péng Nai, ngay O Hthdng () |ndm J0LY

V/v tang cudng an toan thong tin mang,
phong chong mé ddc trén dia ban tinh

Kinh giri:
- Cac s, ban, nganh; ’
- UBND céac huyén, thanh pho.

Sau khi xem xét Vin ban sé 3893/STTTT-CPS ngay 27/12/2023 cua S¢
Théng tin va Truyén théng vé viéc ting cudng an toan thong tin mang, phong
chéng ma doc trén dia ban tinh; Chii tich Uy ban nhan dan tinh yéu cdu Thu
truong cac don vi, dia phuong chi dao tridn khai mot sb ndi dung sau:

1. Thi trudng s, ban, nganh; Chi tich UBND céc huyén, thanh phé

- Thuc hién canh bdo an toan thdng tin cua céc co quan chirc ning: Kiém
tra, ra soat, thuc hién cdp nhét ban v4 kip thdi dd dugc Cuc An toan thdng tin,
S& Théng tin va Truyén thong canh béo, thong bdo dinh ky va dot xuét. Thudng
xuyén theo ddi, cip nhat ban vé 18 hdng bio mét cla cc nha sin xuat phan
mém, bao mét (Vmware, Microsoft, Google, F5 BIG-IP, Chrome, Fortinet...),
thong bao, phat hanh dé& khéc phuc céc 16 hdng bao mat ¢6 thé bj tin tic tin
cong, khai thac dé phat tan ransomware.

- Trién khai c6ng tac phong chéng phdn mém doc hai va chia sé dit liéu ma
doc theo Chi thi sb 14/CT-TTg ngay 25/5/2018 cia Thi tuéng Chinh phu: tiép
tuc trién khai thyuc hién cai dt hé théng phong, chdng ma ddc va chia sé thong
tin v4i Trung tdm Gidm sat an toan khong gian mang qudc gia theo chi dao cla
Cht tich UBND tinh tai van ban s 12839/UBND-KGVX ngay 28/11/2023 va
theo huéng din cua S& Théng tin va Truyén thong tai tai Vin ban so
3244/STTTT-CDS ngdy 06/11/2023, Vin ban s6 3449/STTTT-CDS ngay
21/11/2023, Vin ban s6 3690/STTTT-CPS ngay 11/12/2023.

- Tiép tuc ra soat, ding ky dan nhin Tin nhiém mang cho céc trang, cbng
thong tin dién tr, ddm bao muc tiéu “700% cdc trang, céng théng tin dién tir
cua co quan nha nudc duge danh gid an toan thong tin va ddn nhan tin nhiém
mang” theo Quyét dinh sé 17/QD-UBQGCDS ngay 04/4/2023 cia Uy ban
Quéc gia vé& Chuyén dbi sb, Vin ban s6 8547/UBND-KGVX ngay 22/8/2023
ctia UBND tinh va huéng din ctia S& Théng tin va Truyén thong tai Van ban s6
2496/STTTT-CNTTVT ngay 05/9/2023.

- Tang cudng dam bao an toan thong tin trong céc dip I&, tét sap t6i nhu
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Tét Duong lich, Tét Giap Thin 2024: cu thé phan cong luc lugng tai chd trién
khai truc giam sat, hd trg, tmg ctru va khic phuc su cb an toan théng tin mang
24/7 tai don vi.

2. Giao S& Thong tin va Truyén thong

- Tiép tuc theo ddi, hudng dan, dén ddc s6, ban, nganh; UBND cac huyén,
thanh phd Bién Hoa, thanh phé Long Khénh trién khai cong tic phong chéng
phdn mém déc hai va chia sé dit liéu ma doc theo Chi thi s6 14/CT-TTg ctia Thu
twdng Chinh pht, déng thoi thudng xuyén tra clru, cip nhét thong tin théng qua
tai khoan d4 c6 trén Hé théng gidm sat tir xa do Trung tdm Gidm sat an toan
khong gian mang qudc gia (NCSC) cap, d& phdi hop céc don vi lién quan kip
thoi g& bod IP cia co quan nha nude trén dia ban tinh ra khéi mang botnet (néu
co).

- Chu tri, phéi hop S& Tai chinh va céc don vi lién quan tiép tuc thyc hién
cac quy dinh, quy trinh vé mua sim/thué giai phap, dich vy trung tim gidm sét
diéu hanh an toan, an ninh mang (SOC); phdi hop Trung tdm Gidm sét an toan
khong gian mang qubc gia (NCSC) duy tri két ndi chia sé dit ligu gidm sét theo
Chi thi 14/CT-TTg ctia Thu tudng Chinh phu.

- Déi véi cac ndi dung quang céo khdng phu hgp trén website clia co quan
nha nudc (.gov.vn): tiép tuc chi dao cdc don vi chuyén mén thudng xuyén ra
soat Cong théng tin dién tir cla tinh va cac trang thong tin dién tr thanh phan
cua co quan nha nudc (tich hgp 1én cong) bi lgi dung dé cai cdm, dang tai,
chuyén hudng hoic lién két véi ndi dung quang cdo khong phit hop nhu: game
bai, c& bac... dé kip thoi thuc hién g& bo, ngin chin viéc hacker loi dung dé
ding tai, phat tdn nhitng ndi dung x4u doc, xuyén tac vé chil quyén, chi truong
cia Pang va chinh sach, phap luét ctia Nha nudc.

Thu trudng céc s&, ban, nganh; Chu tich UBND céc huyén, thanh phé Bién
Hoa, thanh phé Long Khéanh nghiém tuc td chirc thyuc hién. Qua trinh thuc hién
¢6 khé khin, vudng mic, kip thoi bao céo, dé xuit UBND tinh (qua S& Thong
tin va Truyén thong) dé chi dao, xtr 1y./
Noi nhin:

- Nhur trén;
- Q. Chu tich, cac PCT UBND tinh;

- Chanh, PCVP UBND tinh (THNC, KGVX);
- Luvu: VT, CTTDT, KGVX (vudg).

Nguyén Son Hing
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