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THANH PHO BIEN HOA Pic 1ap - Tw do - Hanh phiic

S6: 1283 /UBND-KGVX Bién Hoa, ngdy /9  thang 0/ ndm 2024

VIV tang cudng an toan thong
tin mang, phong chong ma ddc
trén dia ban thanh pho

Kinh gtri:
- Céc co quan, don vi thanh phé;
- C6ng an thanh phd;
- Ban Chi huy quén su thanh pho;
- UBND 30 phuong, xa.

Thuc hién Van ban sé6 51/UBND-KGVX ngay 03/01/2024 cia UBND
tinh Pong Nai Vé ting cudng an toan thong tin mang, phong chéng ma doc trén
dia ban tinh (Vén ban dién tir Qiri kém); Chu tich UBND thanh phé Bién Hoa c6
¥ kién nhu sau:

1. Bé nghi Thu trudng cac co quan, don vi thanh phd can cir Vian ban sb
51/UBND-KGVX ngay 03/01/2024 cia UBND tinh Péng Nai, to chirc trién
khai thuc hién cac noi dung sau:

- Thuc hién canh bao an toan thong tin clia cac co quan chirc ning: Kiém
tra, ra soat, thuc hién cdp nhat ban va kip thoi da dugc Cuc An toan théng tin,
S¢ Thong tin va Truyén thong canh béo, thong bao dinh ky va dot xuat. Thudong
xuyén theo ddi, cap nhat ban va 16 hong bao mat ciia cac nha san xuit phan
mém, bao mat (Vmware, Microsoft, Google, F5 BIG-IP, Chrome, Fortinet...),
thong bao, phat hanh dé khic phuc cac 156 hong bao mat ¢ thé bj tin tic tin
cong, khai thac dé phat tan ransomware.

- Trién khai cong tac phong chong phan mém doc hai va chia sé dir liéu
mi doc theo Chi thi s 14/CT-TTg ngay 25/5/2018 ciia Thu tuéng Chinh ph:
tiép tuc trién khai thuc hién cai dat hé théng phong, chéng ma ddc va chia sé
thong tin v6i Trung tdm Gidm sat an toan khong gian mang qudc gia theo chi
dao cua Chu tich UBND tinh tai van ban sé 12839/UBND-KGVX ngay
28/11/2023 va theo hudng dan ctiia S¢ Thong tin va Truyén thong tai tai Van ban
s6 3244/STTTT-CDS ngay 06/11/2023, Vian ban s6 3449/STTTT-CDS ngay
21/11/2023, Van ban s6 3690/STTTT-CDS ngay 11/12/2023.

- Tiép tuc ra soat, ding ky dan nhan Tin nhiém mang cho céc trang, cong
thong tin dién ttr, dam bao muc tiéu "100% céc trang, cong thong tin dién tir cia
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co quan nha nudc duge danh gid an toan thong tin va dan nhan tin nhiém mang"
theo Quyét dinh s6 17/QD-UBQGCDS ngay 04/4/2023 ctia Uy ban Quéc gia vé
Chuyén doi s6, Vian ban s 8547/UBND-KGVX ngay 22/8/2023 cia UBND tinh
va hudng dan cia S& Thong tin va Truyén thong tai san sb 2496/STTTT-
CNTTVT ngay 05/9/2023.

- Tang cudng dam bao an toan théng tin trong cac dip 18, tét sap toi nhu
Tét Duong lich, Tét Giap Thin 2024: cy thé phan cong luc lugng tai chd trién
khai giam sét, hd tro, tng ctru khic phuc sy ¢6 an toan thdng tin mang 24/7 tai
don vi.

2. P& nghi Phong Vin hoa va Thong tin chi dong lién hé S& Thong tin va
Truyén thong dé huéng dan thuc hién cac nodi dung tai Muc 2 Vin ban $6
51/UBND-KGVX ngay 03/01/2024 caa UBND tinh Pong Nai; d¢éng thoi cha
dong tham muu nhitng ndi dung thudc thim quyén cua UBND thanh phé theo
dung quy dinh.

Trong qué trinh thuc hién c6 kho khan, vuéng mic, kip thoi bao céo va co
¥ kién dé xuat UBND thanh phd Bién Hoa xem xét giai quyét./

—

Noi nhin: KT.CHU TICH

- Nhur trén (thuc hién); ; A
- Chiitich, cAc PCT UBND TP, =\ JHO CHUTICH

- Chénh, céc PVP/ HDND-UBND;
- Luu: VT, KGVXh,
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