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AN TOAN THONG TIN TRONG CHUYEN POI SO



O 1. Thuc trang

Tinh hinh an toan théng tin Viét Nam, thé gi&i, nhirng van dé hién nay
@ 2. binh huéng vé an toan thdng tin trong chuyén déi sé

Chinh sach, chi trwong vé an toan théng tin trong chuyén déi sé

3. N6i dung vé an toan thdng tin trong chuyén déi sé

Trién khai dam bao an toan théng tin theo cap do; M hinh 4 I6p; DevSecops; 'ng ctru sw cb

© . Khuyén nghi

M6t sb gidi phap can trién khai trong thoi gian toi
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Dir liéu 1a muc tiéu bao vé chinh va ciing 1a muc tiéu tan céng cua toi
pham mang



Céc chién djch tAn cdng mang dwoc van hanh bdi:
NSO Group, DeathStalker, DarkBasin,...
APT27, APT29, Unit 8200, Lazarus Group,...

Canh bao tin nhin gia mao
thuong hiéu
Lita dao khach hang f

Chién dich tan cong Phishing
nham vao 26 bank tai Viét Nam

10 ty USD, 65 quéc gia

NACVALED

18.000 khach hang

THUC TRANG

Viét Nam & muc tiéu cta cac nhém tan
cdbng c6 chu dich nhw nhom APTI10,
APT37, GALLIUM, Mustang Panda...
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Su leo thang ctia cac mdi de doa an ninh mang
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THUC TRANG

An toan mang dén 2025 m Tan cdng mang quy md Ién, chuyén nghiép
® T4n c6ng mang nhdm vao ngwdi dung
DOANH THU ¢ NHAN LUC POI TUONG NGUY CO m ATTT chudi cung trng
° —e o o © o o ° Anh hué L ha
. A A n |
- 352 ty USD. 06 triéu D&i twong bi tdn cong: - 3.000 cudc tin cdng/gidy <> 900 nh hirong cua cong ngne
- Tang trudng gap 2 nam 2020 -2025: gap 2,7 1an 2020. - 12 m3 doc/gidy <> 5 ® Sy bung nd thiét bi
14,5%/n3m. -2030: gap 7,51an 2020. - 7016 héng m&i/ngay <> 40 . N R
® Thiéu hut ngudn nhan Iwc ATTT
Thiét hai do t6i pham mang Chi tiéu cho an toan théng tin mang toan céu
US$b per annum, 2018 = latest actual data® (constant exchange rates) M external’ [l Internals
I Estimated cost of cybercrime worldwide 2182;5;)
(in trillion U.S. dollars) 23.82 — | .
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10 MOl BE DOA KHONG GIAN MANG HANG PAU NAM 2024

£] Social Engineering

Any network is hackable if an employee
can be duped into sharing access.

] Third-Party Exposure

Vendors, clients, and app integrations
with poor security can provide access
to an otherwise well-protected network.

] Configuration Mistakes

Even the most cutting-edge security
software only works if it’s installed correctly.

5 USERNAME
Poor Cyber Hygiene e e
Employee training is essential to
PASSWORD
ensure those with network access
password12

maintain safe cyber practices.

5] Cloud Vulnerabilities

Online data storage and transfer provides

increased opportunities for a potential hack.

) Ransomware

Hackers can capture sensitive data
or take down networks and demand
payment for restored access.

Mobile Device Vulnerabilities

‘ Devices that connect to multiple networks are
exposed to more potential security threats.

£ Internet of Things

Smart technology users may not realize
that any loT device can be hacked to
obtain network access.

2B

£} Poor Data Management

When massive amounts of unnecessary
data are kept, it’s easier to lose and
expose essential information.

{[) Inadequate Post-Attack Procedures 4

Security patches must be as strong as the rest
of your cybersecurity protections.




CAC VU TAN CONG GAN PAY

Nguyén nhan chad yéu:

* ~ 1000 may chu da bi ma héa . Anh‘hu’c’mg t&i 109 host, 530 VM 1. Chwa thuc hién day du cdc quy
+ -1 tuérj dé VNDIRECT khéi phuc cac * 1 tuan khoi phuc cac chirc néng co ban dinh v& d&m béo an toan théng
chlrc nang co ban e 10% Cloud, 35TB di¥ liéu da bi ma hoa _
e ~0,6% thi phan bi mat sau sw cd hoan toan tin
- - 2. Sai so6t trong thiét ké hé théng,
—* 24/03/2024 * 04/06/2024 . A <
khéng phan vung mang chat
Sw c6 VNDIRECT Sw c6 VNPOST che
long léo
) ) 4. Chuwa trién khai hé théng SOC,
—*02/04/2024 —* 13/06/2024 cac he thong bao ve

5. Cdc tai khoan dac quyén st
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Sy co PVOIL o L dung chung méat khau; chwa cé
Ma hoa toan bd may chii windows Ma hoa ha tang ao hda va sao lwu quy dinh vé viée quén Iy, cép
* 80 may cha windows bi ma héa * 21 host, 105 VM bi anh hwéng . . L )
« 3 ngay dé khéi phuc cac chirc «  5ngay dé khéi phuc cac chirc va thu hoi tai khoan
nang co ban nang co ban : ; )
* 7/9 hé théng bi ma hoa hoan toan e 21 dich vu nglrng hoat dong | Tao diéu kién cho ké tan céng chiém
* 6/9 hé théng cé backup co thé I dworc tai khoén‘quan trong va mé
phuc hoi i réng pham vi tan céng

- =



NGUY CO MAT AN TOAN THONG TIN

L6 héng
Thang 6/2024: 90.033 diém yéu, 16 hng an toan thong tin tai
cdc co quan, to chirc tai Viét Nam

Su cb
06 thang dau ndm 2024, s6 sw ¢ nghiém trong ma Cuc ATTT
x(r ly d3 tdng gan 60% so v&i nam 2023

L6 lot dit liéu
Tai khoan 16 lot do nhiém m3 doc tai Viét Nam nam 2023 gap
31 |an so v&i ndm 2020

Lira ddo truc tuyén
Cuc ATTT d3 ngan chan 3.170 website Itra dao truc tuyén,
bao vé hon 10,981 triéu nguoi dan







H3y chuan bij !
H3y t6 chirc !

as . Hay san sang !
It's not a question Dbi khi, ban chi ¢6 1 co’ hdi ?

of if, but when a
cyber attack will occur.”

EEEEE T
oo 1@ 1




Dinh hwéng vé an toan thong tin
trong chuyén doi so




QUAN DPIEM VE DAM BAO AN TOAN THONG TIN TRONG
CHUYEN POI SO

Quyét dinh 749/QD-TTg ngay 03/6/2020 Chwong trinh Chuyén ddi s6 quéc gia dén nam 2025,
dinh hwéng dén nam 2030
1. Bdo dadm an toan, an ninh mang |a then chét dé chuyén dbi s6 thanh céng va bén
virng, dong thoi la phan xuyén suot, khdng thé tach r&i caa chuyén doi so.
2. Moi thiét bi, sdn phdm, phan mém, hé théng théng tin, dw an dau tw vé cdng nghé thdng
tin déu c6 cau phan bat budéc vé an toan, an ninh mang ngay tw khi thiét ke.

Quyét dinh 964/QD-TTg ngay 10/08/2022 Phé duyét Chién lwgrc An toan, an ninh mang quoc
gia, chu dong trng phé véi cac thach thirc ttr khéng gian mang den nam 2025, tam nhin 2030

1. An toan, an ninh mang la trong tam cla qua trinh chuyén déi sb, & try ct quan trong
tao 1ap niém tin s6 va sy phat trién thinh vwgng trong ky nguyén so.

2. An toan, an ninh mang la nhiém vu trong yéu, thwéng xuyén, l1au dai nham khéi tao
va duy tri moi tryong mang an toan, lanh manh, tin cay cho cac co quan, t6 churc,
doanh nghiép va moi nguwoi dan.

3. DPAau tv cho an toan, an ninh mang la diu tw cho phat trién bén virng va tao ra gia tri.



HANH LANG PHAP LY VE CONG TAC BAO PAM AN TOAN THONG TIN

Security

Program

Luat An toan thong tin mang

Nghi dinh s6 85/2016/ND-CP vé bdo dam an toan hé thong théng tin theo cap do
Nghi dinh s6 15/2020/ND-CP quy dinh x& phat vi pham hanh chinh trong linh
vire bwu chinh, vién thdng, tan sb vé tuyén dién, cdng nghé théng tin va giao
dich dién to

. Quyét dinh s6 05/2017/QD-TTg Ban hanh quy dinh vé hé thong phwong an trng

ctu khan cap bdo dam an toan théng tin mang québc gia

. Théng tw s6 20/2017/TT-BTTTT cla Bd Théng tin va Truyén théng quy dinh vé

diéu phdi, trng cru sw cd an toan théng tin mang trén toan quéc

. Théng tw s6 31/2017/TT-BTTTT cla Bd Théng tin va Truyén théng quy dinh hoat

ddng giam sat an toan hé thdng théng tin

. Théng tw sb6 12/2022/TT-BTTTT quy dinh chi tiét va hwéng dan mét so diéu cla

Nghi dinh sO 85/2016/ND-CP ngay 01 thang 7 nam 2016 vé bao dam an toan hé
thdong thong tin theo cap do



CHi PAO TRIEN KHAI BAO PAM ATTT

1. Quyétdinh 632/QD-TTg ndm 2017 ban hanh danh myc Iinh vyc quan trong can wu tién bao dam an toan
théng tin mang va hé thong thong tin quan trong qudc gia

2. Quyét dinh 1622/QD-TTg nam 2017 day manh hoat dong clia mang Iudi trng clru sw o, tang cuong
néng lwc cho cac can bcf): bd phan chuyén trach rng ctru sy c6 an toan théng tin mang trén toan quéc
dén 2020, dinh hwéng dén 2025

3. Chithj 14/CT-TTg nam 2018 vé viéc nang cao nang lwc phong, chéng phan mém doc hai

4. Chi thj 14/CT-TTg ndm 2019 vé viéc tang cuwong bao dam an toan, an ninh mang nham cai thién chi so

| xép hang cua Viét Nam

Security 4 5. Chithj 18/CT-TTg nam 2022 vé& day manh trién khai cac hoat déng &rng ctru sy ¢b an toan théng tin

Program e mang Viét Nam

6. Quyét dinh 749/QD-TTg ngay 03/6/2020 Chuong trinh Chuyén doi s6 quoc gia dén nam 2025, dinh
huwdng dén nam 2030

7. Chithi 02/CT-TTg ngay 26/4/2022 vé phat trién chinh phd dién t& hudng téi chinh phi so, thuc day
chuyén dbi sé qudc gia

8. Quyét dinh 964/QD-TTg ngay 10/08/2022 Phé duyét Chién Iwvgc An toan, An ninh mang qudc gia, chi
ddng wng pho véi cac thach thire tir khdng gian mang dén nam 2025, tam nhin 2030

9. Chi thi 09/CT-TTg nam 2024 vé viéc tuan thu quy dinh phap luat va tang cwéng bdo ddm an toan hé
thong thong tin theo cap dd

10. Coéng dién 33/CD-TTg nam 2024 vé viéc tang cwdng bdo dam an toan théng tin mang



VAI TRO CUA NGUO'l PUNG PAU

1. Chi thj 18/CT-TTg ndm 2022: Ngw&i dirng dau chju trach nhiém trwdc Tha
twédng Chinh phd néu lo 14 trong céng tac rng ctu sy cd an toan thdng tin
mang, dé& xdy ra hau qua, thiét hai nghiém trong tai co quan, don vj thudc
pham vi quan ly.

2. Chi thj 09/CT-TTg ndm 2024: Ngwei dirng dau trwe tiép chi dao va phu trach
cbng tac bao dam an toan théng tin trong hoat déng cua co quan, dia phuong
minh; chiu trach nhiém trwéc Tha twéng Chinh pha va phép luat néu cac don

Ve vi thuéc pham vi quan Iy khéng tuan thd cac quy dinh cta phéap luat vé bao

v dam an toan hé thdng théng tin theo cip dd hodc dé xay ra mat an toan théng

tin, 16 lot thdng tin, d liéu ca nhan, bi mat nha nuwéec.

3. Cong dién 33/CD-TTg nam 2024: Ngwe&i dirng dau trwe tiép chi dao va phu
trach cong tac bao dam an toan théng tin mang; chiu trach nhiém trwdc phap
luat va Tha twéng Chinh pht néu dé hé thdng thong tin thudc pham vi quan ly
khéng bao dam an toan théng tin mang, dé xay ra sw c¢d nghiém trong.



NOi dung vé an toan thong tin
trong chuyén doi sé




NOI DUNG VE DAM BAO AN TOAN THONG TIN TRONG CHUYEN DOI SO -

Hé thong thong tin can trién khai day di phuwong
an bao dam an toan thong tin theo cap dé

Hé théng théng tin dwoc quan ly, van hanh theo
mo hinh 4 1&p

Phan rqém ndi bd phai do don vi chuyén nghiép
phat trien, tuén thi Khung phat trien phan mem
an toan DevSecOps

Hoat déng (rng ctru s cb phai chuyén tir bi
dong sang chu déng




1. DPAM BAO AN TOAN THONG TIN THEO CAP PO

1. Nghi dinh gc‘) 85/2016/NB-CP ngay 01 thang 7 nam 2016 vé bdo ddm an
toan hé thong théng tin theo cap do

2. Thong tw 12/2022/TT-BTTTT ngay 12/8/2022 Quy dinh chi tiét va huéng
dan mot so diéu ctia Nghj dinh 85
3. Tiéu chuan qubc gia TCVN 11930: 2017

4. Chi thi 09/CT-TTg ngay 23/02/2024 cta Thu twéng Chinh phu Vé tuan thu
quy dinh phap luat va tang cwong bao dam an toan hé thong thong tin theo

cap dé
5. Cong van 708/BTTTT-CATTT hwéng dan ky thuat trién khai Dé an 06
6. Cong van 2596/BTTTT-CATTT hwéng dan bao dam an toan théng tin mang

cho cac hé thdng théng tin thudc pham vi quan ly cap bo, tinh



DAM BAO AN TOAN THONG TIN THEO CAP PO

Tiéu chi: Diéu 7 Nghi dinh 85
Yéu cau: Phu luc 1 Théng tw 12

Tiéu chi: Diéu 8 Nghi dinh 85
Yéu cau: Phu luc 2 Théng tw 12

Tiéu chi: Diéu 9 Nghi dinh 85
Yéu cau: Phu luc 3 Théng tw 12

Tiéu chi: Biéu 10 Nghi dinh 85
Yéu cau: Phu luc 4 Théng tw 12

Tiéu qhi: Diéu 11 Nghi dinh 85
Yéu cau: Phu luc 5 Théng tw 12



Q CUCANTOAN THONGTIN

Ty Ié phé duyét ho so deé xuat cap do cuia ca nudc

Ty Ié phé duyét ho so dé xuat cap do ctia B nganh

DAM BAO AN TOAN THONG TIN THEO CAP PO

Ty I phé duyét ho so dé xuat cap dg clia Dia phuong

o

Chi thj 09/CT-TTg ngay 23/02/2024 cta Thua twéng Chinh pha Vé
tuan tha quy dinh phap luat va tang cwéng bao dam an toan hé
théng thong tin theo cap do:

1. Nguwdi dieng dau trwe tiép chi dao va phu trach cong tac dam béo
an toan théng tin, chiu trach nhiém néu khong tuan tha quy dinh
vé dam bao an toan théng tin theo cap do.

2. Phd bién, quan triét cac don vj trwc thudc nghiém tic tuan tha cac
quy dinh cua Phéap luat vé bao dam an toan théng tin.

3. 100% hé thdong théng tin dang thiét ké, xay dwng, nang cap, mé
réng phai dwoc phé duyét cap do va trién khai phwong an dam
béo an toan théng tin theo cap dd trwdce khi dwa vao van hanh.

4. 100% céac hé thdng thdng tin tr cap dd 1 dén cap dé 5 (néu co)
dang van hanh phai dwoc phé duyét cap dd cham nhat trong
thang 9/2024 & trién khai day da phwong an dam bao an toan
thdng tin theo cap dé trong thang 12/2024.

5. UWu tién bd tri ngudn lwc dé trién khai va thwe thi hiéu qua.



O HTTT DA XAC PINH CAP b0

Ca nudc: 3.654 HTTT (76,9% phé duyét HSBXCD)
B, Nganh: 473 HTTT (63,5 %, phé duyét HSbXCD) 65%
Dia phwong: 3.181 HTTT (79,4% phé duyét HSDXCD)

60%

15/2024

Chwa tuan tha day du quy dinh vé
2023 ATTT theo cap do

30%

» Cha quan HTTT chwa [am tron trach nhiém tai Diéu 20 Nghi dinh 85/2016/ND-CP;
> Don vi chuyén trach ATTT chua lam tron trach nhiém tai Diéu 21 Nghi dinh 85/2016/ND-CP;

> Don vivan hanh HTTT chwa [am tron trach nhiém tai Diéu 22 Nghij dinh 85/2016/ND-CP.

> Viéc nay co thé bi xtr phat theo quy dinh tai Diéu 88 ctia Nghi dinh sb 15/2020/ND-CP.

> Cuc ATTT da dua hé théng quan ly cap d6 hé thong théng tin vao khai thac, sir dung

>  Cuc ATTT cung cap hod so mau https://ais.gov.vn/thong-tin-tham-khao/mau-hsdxcd.htm




2. MO HINH BAO PAM AN TOAN THONG TIN 4 LOP

Doanh nghiép thuc
Déi Ung ciru sw ¢ hién giam sdt
(BKAV, Viettel,....)

Doanh nghiép thuc
hién kiém tra ddnh gid Két néi vé Cuc ATTT
doc lap




LOP 1 - NANG LUC POl NG CU’U SU¥’ CO -

o

100% Déi tai cac co quan, t6 chirc nha nwéc theo md hinh kiém nhiém, nang lyc han ché
0% don vi chwa tuan tha nghiém tac viéc khic phuc cac 16 hdng

Chi thi 18/CT-TTg vé tdng cwdng nang lwc tng ciru sw cd.

= Coi &rng ctru s cb 1a chot chan cudi cuing cda an toan théng tin, khdng dwoc
phép lo 1a.

= Poi Ing ciru sw cd phai dwoc td chive theo hwdng chuyén nghiép, co déong
bOIUNG CUU SU¥ CO = Poi Png clru sw cd cd tbi thieu 05 (nam) chuyén gia an toan théng tin mang

= Pobi Ung clru sy cd dam trach cac nhiém vu thwéng xuyén



LOP 1: NANG CAO NANG LUC LUC LWONG TAI CHO

Kién toan luc luong Nang cao ndang luc Tham gia VNCSIRT
Géan v&i nhiém vu thwdng xuyén » Nhan cac théng tin canh bao

» Nguoi dirng dau co quan, t6 chie truc
tiep chi dao.

) Dao tao, huan luyén chuyén sau cho nhan sy chuyén trach  « Tham gia cac chwong trinh
» Chi dinh bé phan chuyén trach vé an dién tap, huan luyén

toan thong tin.

Dién tap thuc chién téi thiéu 01 1an/nam (cip d6 3 tré 1én)

R ) P Khai thac hiéu qua cac nén tanghétro. e
« Thanh lap B6i Ung ctru sy cb. Toi thieu

05 chuyén gia an toan théng tin mang

Tuyén truyén, phd bién kién thirc t&i nhan vién



LOP 1 - DIEN TAP THWC CHIEN AN TOAN THONG TIN

(  Chithj18/CT-TTg yéu cau cac t6 chirc phai dinh ky thwe hién dién tap thwec chién
B6 TT&TT ban hanh Chi thi 60/CT-BTTTT nam 2021 vé dién tap thwc chién.

Vr @ Con ngwoi

Gilp céc t6 chirc danh gia dwoc kha nang

Gan hoat dong dién tap vao b &ng pho trong trang thai dang bi tAn cong,
chinh hé théng ma d6i Ung ciru x&c dinh cac diém yéu dang ton tai lién
sy cb dang co trach nhiém bao vé. quan dén con ngwi, quy trinh, cong nghé
Con nguoi, Quy trinh, Céng dé cai thien.
nghé cung & chqu trang thai
Quy trinh 0 “trwc chién”

0le;

Cong nghé

Chuyén t dién tap theo kich ban s&n c6 sang tan cong véi nhiéu
chién thuat linh hoat, trong th&i gian kéo dai va dat toan bo hé

thdng clia t6 chirc trong trang thai bat ngo.

DIEN TAP THYC CHIEN
AN TOAN THONG TIN

S6 lwgng va mirc d6 nghiém trong cta 16 Danh gia hién trang
O héng, diém yéu phét hién dwoc
Mrc dé phirc tap cta ki thuat tdn cong Nang luc phat hién tan cong

Khuyén nghi huéng khac phuc Kha nang ngan chan, &rng ctru sy cd



LOP 1 - MANG LU0l IPNG CU’U SU CO QUOC GIA

Vietnam
CSIRT Quyét dinh 05/2017/Qb-TTg Ban hanh quy dinh vé hé thong phwong an trng
_ Notworsk ctru khan cap bao dam an toan théng tin mang quéc gia.

phong an & Quén khu 3
Nh|ém vu chinh Cuc An toan théng tin Ao AN
cc
1 Dau méi dleu phéi trng i B Quén khu 4
clru s co.
Phéi hop Thu thap thong tin, ‘W I e ]
) . canh bao sém
Cac don vij -
Phat trién mang lwai
AU CSIRT ne Céac don Quén khu 5
Tw van, dao tao, kiém VIATTT
?mh nghlen clru phét
e Quén khu 7
Co quan diéu phdi
1
0 i Quén khu 9
ong gian \
ang quoc gy/ . . .
. / N
V'4 Z bpidu pHbi, trng cpl khan cap sc hidn hai A x R “ .
IXP . ’ A Cac hiép hoi * Cum 8: Doanh nghiép vién thong, ha tang va
! vV (VNISA,
ISPs l ") VAIP, VINASA...) Cuc BDTU, VNNIC

* Cum 6: Ha NGi va cac Bo, Nganh

e Cum 10: Ngan hang, tai chinh, kho bac, thué,
hai quan

* Cum 11: Doanh nghiép CNTT, ATTT

e A Co sé ha
Céc s& thong tin, tAng thong

CSIRT cac nganh tin trong /
yéu




Dién tap
3 di&n tap quéc t&: ASEAN-Nhat Ban, APCERT, ACID
3 dién tap thwc chién quéc gia

Webinar vé bao dam
ATTT

Duy tri thwong xuyén t6 chirc webinar
chuyén sau vé an toan théng tin

Duy tri nhém hoat ddng

Nhém can bo dau mbi va ky thuat véi ~
1.075 thanh vién

LOP 1: HOAT PONG MANG LU0l 'CSC ATTTM QUOC GIA

H6i nghi Giao ban mang
ludi UCSC

Danh gia hoat ddng mang lwéi; hoat ddng
Cum

Panh gia mac dd trudng
thanh

Mo hinh trwéng thanh quan ly &ng clru sw
c6 ATTT (SIM3)

Nén tang

Nén tang (1) Irlab; (2) DF Lab; (3) Nén
tang hd tro dién tap; (4) Nén tdng danh
gia mirc do trwdng thanh déi UCSC




LOP 2: LUC LUONG GIAM SAT, BAO VE CHUYEN NGHIEP

1. Tw thwe hién giam sat, ’rng clru sw cd, bdo vé HTTT thudc quyén quan ly hodc lva
chon/thué té chire, DN c6 du nang lwc dé thwe hién cung cp dich vu giam sat, tng
clru sy cb, bao ve.

2. Lwc lwong chuyén nghiép cé thé 1a doanh nghiép dwoc B TT&TT cap phép hodc
don vi chuyén trach ctia Bé Qudc phong (Bé Tw 1énh 86), Ban Co yéu Chinh ph,
B& Codng an (Cuc ANM va phong chbng tdi pham CNC), B& TT&TT (Cuc ATTT).

3. Giam sat 4 I&p ky thuat:

1.

2.

4.

Giam sat I&p mang: Té chirc giam sat cac thiét bi mang, thiét bj bdo mat nhw Router, Switch,
Firewall/IPS/IDS, Sandbox, WAF, Network APT...

Giam sat I&p may chu: T& chirc gidam sat cac may chi hé théng (c& may cha vat ly va do hoéa) trén cac
nen tang khac nhau: Windows, Linux, Unix...

Giam sat 1¢p ng dung: (1) 'ng dung phuc vu hoat ddng ctia hé théng: DHCP, DNS, NTP, VPN, Proxy

Server...; (2) Ung dung cung cép dich vu: Web, Mail, FTP, TFTP va cac hé quan tri co s& di¥ liéu
Oracle, SQL, MySQL...

Giam sat 1¢p thiét bj diu cudi: May tinh ngwdi dung, may in, may fax, IP Phone, Camera IP...

5. Trién khai mdt Trung tdm giam sat, diéu hanh an toan, an ninh mang (SOC) theo
chi dao ctia Tha twéng Chinh pht tai Quyét dinh 942/QD-TTg ngay 15/6/2021

~
R

Giam sat lop mang

Router, Switch, Firewal APSADE, Sandbox,
WWAF Metwark AP T, Metwark flow..

. . - o >
Giam sat |&p may chu
HEH: Windowe, Linu, Unix
(¥rg dung hé théng: DHCP , DRS, KNTR, YPH,
Procoy Server ..

\J\_//

Giam sat Iop tng dung

Wb, Mail, FRT, TETP wa cac hé quan i cor
=0 oif ligu Oracle, S0L, yS0L. .

N

Giam sat 16p dau cudi
Computer, laptop, méy in, may fax,
IP Phone, IP Camera...

N T

\_LJ




LOP 2 - TRUNG TAM GIAM SAT PIEU HANH AN TOAN, AN -
NINH MANG

o

Log Collection B6 Thong tin va Truyén théng ban hanh Quyét dinh 1356/QD-BTTTT vé tiéu chi giai phap
(/Tb danh gi& giai phap, dich vu Trung tam SOC

EEE
EEE
EHE

Reporting

Aggregation/
Correlation

|. Tiéu chi vé cong nghé
1. Tiéu chi danh gia tirng thanh phan:
& Doveramment Co ban (SIEM, NIPS, Antivirus, EDR) 2 Theo tiéu chi ciia B6 TTTT
Néang cao (WAF, SOAR, Tl) = Theo tiéu chicda Bo TTTT
2. Tiéu chi danh gia tinh hiéu qua: Kiém tra, thir nghiém

Ticketing . .
ll. Tiéu chi ve chat lwong dich vu
Threat Intelligence . ; R . n .
1. Quy trinh: danh gia ho so, thir nghiém quy trinh
Knowledge Base

2. Con ngwei: tdi thiéu 12 nhan sy véi cac mire yéu cau khac nhau

TRUNG TAM GIAM SAT BPIEU HANH AN
TOAN, AN NINH MANG ®



LOP 3: KIEM TRA, PANH GIA AN TOAN HE THONG THONG TIN -

4 )

1. Hé théng théng tin chwa két luan bao dam an toan thong tin mang thi chwa dwa
vao str dung.
2. Phailwa chon/thué té chirc, doanh nghiép doc lap véi té chirc, doanh nghiép tai
I&p 2 dé dinh ky kiém tra, danh gia
\ /

Noi dung kiém tra, danh gia

= Kiém tra, danh gia viéc tuan tha quy dinh clGa phap luat vé bdo ddm ATHTTT theo cap d0;
= Kiém tra, danh gia hiéu quéa cta cac bién phap bao ddm ATTT theo phwong an bédo ddm ATTT dwoc phé duyét;
= Kiém tra, danh gia phat hién ma ddc, 16 hdng, diém yéu, thir nghiém xam nhap HTTT (c6 danh gia ma nguén).

Tan suét kiém tra, danh gia

= Pbivéicac HTTT cip d6 3 va cap dd 4, dinh ky hang nam;
=  Pbivéi HTTT quan trong QG (cép d6 5), dinh ky 06 thang/01 lan;
= Kiém tra, danh gia dét xuat theo yéu cau ctia cap cé thdm quyén.

= Kiém tra, danh gia hop den (Black box);
= Kiém tra, danh gia hop xam (Gray box);
= Kiém tra, danh gia hop trdng (White box).



LOP 4: LUC LWONG QUOC GIA

T?@’ £
Sensor Ef
:-{h
&
1. Muc dich: Giup phat hién va canh bao s&m nguy co mat an 5 &—
toan thdng tin co thé xay ra voi co quan, td chirc va phuc vy !

cbng tac quan ly nha nuwédc cua BO TT&TT.

Hé théng GSTT
DVCC ATTT

2. N6i dung: Két ndi, chia sé thdng tin giam sat an toan thong tin
voi Trung tam Giam sat an toan khéng gian mang quéc gia
(NCSC) trwee thude Cuc ATTT.

3. Hwéng dan ket ndi: Van ban sb 2973/BTTTT-CATTT ngay
04/9/2019 vé viéc huwdng dan trién khai hoat ddng giam sat
ATTT trong co quan, té chirc nha nwéec.

4. Dinh ky hang thang, Cuc ATTT sé& co bao cao tinh hinh an toan @7 TRUNG TAm GiAm sAT N ToRw | " T
théng tin va thdng ké ket ndi chia sé dir liéu vé ma doc, giam S/ eaineuReas L =2
sét I ED (= BhE
e ke Eeo ¢




3. KHUNG PHAT TRIEN PHAN MEM AN TOAN (DEVSECOPS)

O Ty 1é dw dn phdn mém CHUA dp dung DevSecOps
100%

90%

80%

70%

60%

50%

40%
30%
20%

10%
0%

w Thé giéi Viét Nam

- Ap dung DevSecOps khi phat trién phan mém tang 1én 40% nam 2024 (¥)

90%

60%

) . - 90% dw an phdn mém yéu ciu tuan theo DevSecOps trudc ndm 2022, tang 42% so 2019 (**)
Tat ca moi thanh phan
déu cé trach nhiém vé&i Cong van s6 166 /CATTT-ATHTTT Ban hanh hwéng dan “Khung phat trién phan mém an
bao mat toan (phién ban 1.0)”
() Xay dwng theo NIST Special Publication 800-218, Secure Software Development Framework
(SSDF) Version 1.1



4. UNG clru su cO

Chi thi 18/CT-TTg yéu ciu irng civu sw co phdi chuyén tiv “bi dong” sang “chii dong”

1

Tb chire hiéu qua hoat dong clia
Do6i rng cru sy ¢o, tw danh gia
murc do trwwdng thanh cta Doi

3
Xay dyng san kich ban, quy trinh @ el @ \\\\
rng ctru sy cd cho mét so sy co il \

tan céng mang /
s ¥

\

\

- —_—
—_——————

5
Té chire huén luyén, dién tap &ng
clru sy cO trén cac hé thong

thong tin, khai thac hiéu qua cac
cbng cu, nén tang

=

Quy dinh tradch nhiém va quy trinh
phoi hop gitka cac luc Iy’o’ng
tham gia (rng ctru sy co

Iy
6 Chﬂ dong thye hién san I_l‘mg
mOi nguy hai va ra quét |16 hong

trén cac hé thdng



“Nam 2023, cdng tac quan ly nha nwéc vé (rng ctru sw cé co’ ban dwoc chuyén dich 1én méi trwérng s6”

PIEU PHOI XU’ LY SU CO QUA NEN TANG KY THUAT

Cyo an todn thing tin

—VNCERT?CC
i —

Canh b&o sw co6 ATTT Cap nhat théng tin hang ngay

L& hdng bdo mat méi nhat, cac bai phan
tich chuyén sau, cac cong cu, ky thuat khai
thac...

Theo doi daph sach dia chi IP
public cta t6 chirc.

Quy trinh S6 tay B6 cong cu Tinh huéng Hé théng hé trg Lién hé

,_, ) Digital Forensics Lab
Bao cao swco ATTT bVVNCERT/CC

S Cung cap hé théng nghiép vu va chuyén
biét vé diéu tra so.

Lién théng cac nén tang

B&o cdo su ¢, hd tro diéu phdi,
Xt ly sy cO tr xa.

Chi tiét




PIEU PHOI XU’ LY SU CO QUA NEN TANG KY THUAT

Trang théi #SGTT Tiéude Midc dd Thdi gian
#7552 - Canh bdo 16 héng PoC cho |6 hdng RCE trong san pham FortiOS SSL VPN cla Fortinet ﬂ §.04/04/24 09:19
O2thing S ' P C. 04/04/2409:20

U.05/22/2421:32

#7542 - Canh béo t&n cong m héa dif liéu cé xu hudng téng cao S.03/29/24 11:10

- Canh bao 50.763 cho céac tb chirc, v

- Diéu phdi xtr ly 5.726 sw cd, tap trung vao sw cd e
lién quan dén ma doc, phishing va 16 hdng bao
mat

- 1145/3961 t chirc/ca nhan st dung

#7708 - Canh bao |6 héng nghiém trong ( CVE-2024-4956 ) trong Nexus Repository [ v ] §.05/27/24 15:20

@18gid  ® [ notifications C.05/27/24 15:21
U. 05/27/24 15:21

#7706 - Canh bao |6 héng bao mat thuc thi m tif xa trong Confluence Data Center va Server (CVE-2024-21683) [ ] S.05/24/2411:13
C.05/24/24 11:14

[c]

angay % ] notifications

#7699 - Canh béo v& 16 héng nghiém trong v& xac thuc truy cp trong Backup Enterprise Manager D S.05/23/24 16:07
C.05/23/24 16:08

Q

5 ngay % [ notifications

O@6ngay  bitdncdng. C.05/22/24 15:25

#7692 - Canh béo tan cdng khai thac tién dién tif GhostEngine vé hiéu hda bao mat EDR bang cach sif dung céc trinh digu khién dé M ] $.05/22/24 15:25
’l notifications

#7688 - Canh bao |6 héng CVE-2024-4323 [ ] S.05/21/24 15:26
©7ngay  ® [ notifications C.05/21/24 15:26
i N ‘ = i - 2 Siig o as oy » 2 o #7687 - [Canh ba an thd in] Tudn 1 . 20/24 15:17
[E] #7697 - Canh bdo su cd website bj tn cdng, chuyén hudng tdi ca dd, bai bac S& &0 [ M ] Nhiém vu 1 S.05/23/2 887 - [Canh bdo an toan thong tin] Tuan 13 o z 2:12:"24 1551_’_
@5 ngay Khoa hoc va céng nghé tinh (D — " C.05/23/2 O8ngay W' notifications - 05/20/ .
@ [ backlink S ® uosa o ) o
i ——— TTPs 0 #7686 - Canh bao |6 héng CVE-2024-24934 trong Plugin Elementor Website Builder danh cho WordPress [ v ] S.05/18/24 21:25
@10ngay @ ] notifications C.05/18/2421:27
[E] #7696 - Canh bdo su c& website bj tn cdng, chuyén hudng tdi ca dd, bai bac S& &0 [ ] Nhiém vu 1 S.05/23/2
Osngay 77T IGEEER o ~  C.05/23/2414:52
Dictning ' U.05/23/24 14:53
® ] backiink .05/23/24 14:
A, 2 TTPs 0
</> Khéng ¢ gi
[ #7691 - Théng tin 13 lot tai khoan, mat khau & TT&TT (NN 280 [ M ] Nhiém vu 0 S.05/22/2415:11
O6ngay @ [ dataleak Diic trung o C.05/22/2415:11
</> Khdng c6 gi TTPs 0
Bl #7690 - Théng tin 15 lot tai khodn, mat khau & TT&TT (NN 280 u Nhiém vu 0 S.05/22/2415:08
O6ngly [ datleak Diictrung o C.05/22/2415:09
</> Khdng cé gi TTPs 0
[ #7689 - Théng tin 16 lot tai khoan, mat khau & TT&TT (D &) [ v ] Nhiém vu 0 S.05/22/2415:07

O6ngay & [ dataleak Pictrung o C.05/22/2415:08

PTNI W PR Y



NG CUU XUF LY SU CO QUA NEN TANG KY THUAT

@ D FLa b 56 tay Bo cng cu Tinh hugng Hé théng ho trg Lién he
. . | | 'DFLab - nai tap hgp tri thurc,
Nén tang DFLab dugc dwa vao cong cu hd trg phan tich, diéu tra tan cong mang

van hanh cho phép cac chuyén
gia cia Cuc ATTT ngdi tap trung
mot chd dé thwc hién phan tich,
diéu tra s6 tr xa va khéng phu

thuéc khoang cach dia ly. 5 shell
CO she

Hg théng, cong Phan tich cac

cy san lung méi cudc tAn cong

nguy hai va xir ly khai théc I8 hdng

i sy cb tir xa hé th{;‘mg. rng
ung

Dir ligu, chirng
ci v& cac tinh
huéng tAn céng

Sé tay trng
cusychd  Huong dén Hg théng tw Hé théng phan
s(r dyng cac déng phan tich tich nhat ky hé
cng cy ma doc théng, tmg dung

Phéan tich,
didu tra céc Phan tich, san
cugc tncong  lung méi nguy
slr dung ma hai
déc

DFLab cho phép phan tich, diéu
tra sb trén moét pham vi réng lon
|én dén hang tram, hang ngan may
tinh v&i ngudn lwc chuyén gia it,
thdi gian ngan. DF Lab rat ngan
dwoc khoang 70% th&i gian, céng
swc

c6 shell




1

Dinh ky thywc hién sao lwu
dir liéu ngoai tuyén
“offline” theo chién lwoc
3-2-1

c

Trién khai giai phap dé
san sang phuc hdi nhanh
hoat ddng cuia hé thdng

3

Trién khai cac giai phap
ngan ngwra, phat hién
s&m nguy co tAn coéng
mang

MOT SO BIEN PHAP CAN TRIEN KHAI BE TANG CUONG BAO PAM AN TOAN
THONG TIN CHO HE THONG THONG TIN

B(O THONG TIN VATRUYEN THONG  CONGHOA XA HQI CHUNGHIA VIET NAM
Dic lip - Ty do - Hanh phiic

S6:5{® /BTTTT-CATTT Ha Noi, ngay &Fthdng € nam 2024
V/v hudmg din mt gidi phép tang cudmg
bao ddm an toan h¢ thong thong tin

Kinh giri:
Dong chi Chu tich, Téng Giam ddc cac Tap doan kinh té,
Tong cdng ty nha nudc;
Dong chi Chu tich, Téng Giam déc cdc Doanh nghigp cung
céip dich vu vién thong, Internet;
- Péng chi Chu tich, Tong Gidm doc cic To chirc tai chinh,
Ngén hang thuong mai.

Tir déu nim 2024 dén nay da Xay ra mQt so sy co an toan thong tin mang,
diic biét 1a cac sy ¢ tin cong ma ddc mi héa long tién (ransomware), gdy thiét
hai va lam gién doan djch vu trye luven cua cdc co quan, to chirc, doanh nghiép.
Viéc khic phyc va phyc hox sau sy ¢d an toan théng tin mang con cham va ling
ting. Nguyén nhéan chi yéu la do chua tudn thu va trién khai da) du céc quy
dinh bao dam an toan théng tin mang, dién hinh 1a: khong ¢6 ban sao luu dir ligu
ngoai tuyén “offline”, khong c6 hogc ¢ ké hoach khéi phyc nhanh sau sy c6
nhung khéng phu hqp dé xy ra sy ¢6 do nhimg 13i co ban, chua trién khai phan
mém chéng ma dgc trén céc mdy chi quan trong, chua gidm sat an toan thong
tin mang (SOC) day du dé kip thoi phét hién bat thuémg trong hé !hong
bé ﬁng cuo-ng hu;u iua cong lac bao dam an toan thong tin va phuc hon

S W -

Yy

Phan tach, tang cwong
kiém soat truy cap gilra
cac vung mang

5

Tang cwdng giam sat,
quan ly cac tai khoan
quan trong/quan tri

b

Ra soat, khac phuc va

khéng dé xay ra cac 16i
co ban dan dén mét an
toan



Khuyén nghi




KHUYEN NGHI

Y8u cau cac td chtca doanh nghiép phan mém ap dung mé hinh
DevSecOps khi xdy dung. phat trién Gng dung

Thuc hién va duy tri hoat déng sao luu- du phodong
dit liéu ddy du- an toan

Kiém tra. danh gid an toan thdng tin mang
cdc hé thdng thdng tin trusc va trong khi
st dung- mbdi khi c6 nang cdp. thay dbi

®o---------

Xay dung va phat trién P6i ttng cuu su
cbd

Duy tri ddy du céc hoat déng dam
bdo an toan thdng tin: giam séat-
kiém tra danh gia. dién tap thuc
chién. s&n lung mbi nguy hai

Phé duyét va trién khai cac
bién phap dam bado an toan
théng tin cip do6-

Ngudi dang ddu chiu trach
nhiém chi dao néi dung vé an --
toan thdng tin

Ndng cao nhan thtc cho nhadn vién
dé mdéi ngudi déu trd thanh
“thanh tri" trong cdng tac dam
bao an todn thdng tin cho td
chtc




KIEM TRA TUAN THU QUY PINH CUA PHAP LUAT -

@

An toan théng tin mang la yéu cau “bat bugc”, khong phai la yeu to dé
“lwa chon”. Cuc An toan théng tin sé dé nghi:

1. 100% bo, nganh, dia phwong can to chirc kiém tra, danh gia tuan tha quy dinh
cua phap luat vé an toan théng tin:

2. Uu tién, tap trung kiém tra tuan thi quy dinh phap luat vé bao dam an toan hé
thong théng tin theo cap dé va bao vé théng tin, di¥ liéu ca nhan

3. Uu tién kiém tra, danh gia g’éi vOi c:éc don vi, té chirc, doan’h nghiép dang duwoc
giao quan ly, van hanh nhiéu hé thong thdong tin hoac hé thong théng tin quan
trong, dung chung.



“Cung v&i phat trién di liéu, chuyén doéi sé, chung ta ciing can chd trong dén an toan, an
ninh mang ngay twr dau. Ching téi van néi va Idp di Iap lai rang chuyén déi sé6 can an toan,
an ninh mang giéng nhw mét chiéc xe can c6 phanh. Phanh khéng phai dé dirng chiéc xe
lai, ma dé ching ta yén tdm nhan ga di nhanh hon. Chuyén déi s6 muén nhanh, bén virng

thi an toan, an ninh mang phai song hanh va tré thanh mét phan khéng thé tach roi”.

Thie trrong Bé Théng tin va Truyén théng Nguyén Huy Ding



CUC AN TOAN THONGTIN

AUTHORITY OF INFORMATION SECURITY

CUC AN TOAN THONG TIN

Chinh sach tot. Thwe thi tot

Tran trong cam on!



