Phu luc 1

THONG TIN VE CAC LO HONG AN TOAN THONG TIN
TRONG SAN PHAM MICROSOFT THANG 12/2023

(Kém theo Vdn ban sé

ISTTTT-CHS ngay [ 12024

ciia Sé Thong tin va Truyén thdng)

1. Thong tin cac 16 hong an toan thdng tin

STT CVE Mo ta Link tham khao

- Piém: CVSS: 96
(Nghiém trong)
- M6 ta: LS hong trong
Microsoft Power Platform
Connector cho phép dodi | https://msrc.microsoft.co
t tan cong thuc hié -

1 | CVE-2023-36019 | o"8 fan cong fhue hien | m/update

tan cong gia mao, dan toi
thyc thi ma tor xa & phia
nguoi dung.
- Anh hudng: Microsoft
Power Platform, Azure
Logic Apps.

guide/vulnerability/CVE-
2023-36019

CVE-2023-35630
CVE-2023-35641

- Diém: CVSS: 88
(Nghiém trong)

- M6 ta: L hong trong
Internet Connection
Sharing (ICS) cho phép d6i
tugng tan cong thyc thi ma
tur xa.

- Anh huéng: Windows 10,
Windows 11; Windows
Server 2008, 2012, 2016,
2019, 2022.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-35630

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35641

CVE-2023-35628

- Piém: CVSS: 8.1
(Nghiém trong)

- Mo ta: Lo hong trong
Windows MSHTML
Platform cho phép ddi

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35628



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35630
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35630
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35630
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35630

STT

CVE

Mo ta

Link tham khao

tuong tin cong thyc thi ma
tor xa.

- Anh hudng: Windows
10, Windows 11;
Windows Server 2008,
2012, 2016, 2019, 2022.

CVE-2023-35636

- Piém: CVSS: 6.5 (Cao)

- Mb ta: Ld héng trong
Microsoft Outlook lam 10
lot NTML hash, cho phép
d6i twong tin cong thuc
hién leo thang dic quyén.

- Anh hudng: Microsoft
Office 2016, 2019;
Microsoft Office LTSC

2021; Microsoft 365 Apps
for Enterprise.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35636

2. Hwéng déin khic phuc

Bién phap t6t nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong an toan

thoéng tin nodi trén theo hudng dan ciia hang. Quy don vi tham khdo cac ban cap

nhat phi hop cho cac san pham dang sir dung tai link nguén tham khao tai muc 1

cua Phu luc.
3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/12/12/the-december-2023-
security-update-review




