Phu luc 2
THONG TIN VE CAC LO HONG AN TOAN THONG TIN
TRONG SAN PHAM MICROSOFT THANG 01/2024
(Kém theo Vdn ban sé ISTTTT-CHS ngay [ 12024
ciia S¢ Thong tin va Truyén thong)

1. Théong tin cac 16 hdng an toan thong tin

STT CVE Mo ta Link tham khao

- Diém: CVSS: 9.0
(Nghiém trong)

- M6 ta: L) hong trong
Windows Kerberos cho
phép dbi twong tan
cong vuot qua co ché | https://msrc.microsoft.com/up
1 | CVE-2024-20674| bao vé dé thuc hién tin | date-guide/vulnerability/CVE-
cong gia mao. 2024-20674

- Anh huong: Windows
10, Windows 11,
Windows Server 2008,
2012, 2016, 2019,
2022.

- Piém: CVSS: 8.8
(Cao)

- M6 ta: Ld hong trong
Microsoft SharePoint

Server cho phép doi

tuong tan cong thuc thi | https://msrc.microsoft.com/up
2 CVE-2024-21318| ma tir xa. date-guide/vulnerability/CVE-

- Anh hudng: 2024-21318

Microsoft  SharePoint
Server 2016, 2019;
Microsoft  SharePoint
Server Subscription
Edition.

- Piém: CVSS: 7.8
(Cao)

- M6 ta: L hong trong
Microsoft Office cho

https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2024-20677

3 CVE-2024-20677



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21318
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21318
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21318

phép ddi tuong tin cong
thuc thi ma tir xa.

- Anh huéng: Microsoft
Office 2019; Microsoft
Office LTSC;
Microsoft 365 Apps.

- Piém: CVSS: 7.5
(Nghiém trong)

- M5 ta: L3 hong trong
Windows Hyper-V cho
phép dbi tuong tin
cong thuc thi ma tir xa.
- Anh hudng: Windows
10, Windows  11;
Windows Server 2019,
2022.

https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2024-20700

4 | CVE-2024-20700

2. Hwéng dan khic phuc

Bién phap tt nhat dé khic phuc 13 cap nhat ban va cho cac 15 hong an toan
théng tin noéi trén theo huéng dan ciia hang. Quy don vi tham khdo cic ban cap
nhat phu hop cho cac san phém dang str dung tai link nguén tham khao tai muc 1
cua Phu luc.

3. Tai li€éu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-
security-update-review




